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Compliant and Customized Silicon IPs
of Cryptographic Algorithms

Symmetric Cryptographic Algorithms
AES

Selectable 128-bit, 192-bit, and 256-bit key sizes for AES
encryption and decryption

AES encryption/decryption modes: ECB, CBC, CFB (1-bit,
8-bit and 128-bit), OFB, CTR

Asymmetric Cryptographic Algorithms
ECC

Elliptic Curve Diffie-Hellman (EC-DH) standard ANSI X9.63
Elliptic Curve Digital Signature Algorithm (EC-DSA)
standard ANSI X9.62

Digital Signature Standard (DSS) FIPS-186

Hardware Accelerators for ECC family

Hash Function

SHA2-256 and SHA2-512
FIPS 202: SHA-3 - Permutation-Based Hash and
Extendable-Output Function
FIPS 180-4: Secure Hash Functions (limited to SHA-3 use)
All four fixed-length SHA-3 Hash Functions:

o SHA3-224

o SHA3-256

o SHA3-384

o0 SHA3-512
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