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Security Risks in the Drone

malware injection 
through OTA or 
physical attacks

unpurified firmware
Thief of the storage and 
sensitive parameters

hacking & hijacking

Drone impersonation

unprotected message intercept and 
control taken over and spoofing
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Required Solution in “Drone Security Guide”
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『 Drone security guide v.5.0. 』 https://www.secure-drone.org/news/2024/0603-drone_security_guide_r5/
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Drone Protections: Chip/Hardware Security 
Lightweight, hardware-based Root-of-Trust (RoT) as a Hardware Security Module

Adoption microSD Slot on PCBA PCBA Layout SoC CPU

Integration
efforts

F/W modification
(in weeks)

F/W re-design
(in months)

F/W modification
(in weeks)

Features 
highlighted

• Secure boot and HSM
• Authenticated access
• Protected storage

• PQC-ready
• Versatile interfaces 

available
• HSM with the high-

performance AES

• Firmware library
• Bundled with the CPU 

(32/64-bit architecture 
required) 

• Simple HSM

Product Brief
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https://wisecure-tech.jp/wp-content/uploads/2025/05/Velocrypt-MicroSD_20250514en-1.pdf
https://wisecure-tech.jp/wp-content/uploads/2025/05/WAP-PQC-ready-chip-en-1.pdf
https://wisecure-tech.jp/wp-content/uploads/2025/05/kvsoftkey_20250527-en.pdf
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